viewpoints

DOI:10.1145/1666420.1666437

Kieron O’'Hara and Nigel Shadbolt

Viewpoint
Privacy on

the Data Web

Considering the nebulous question of ownership in the virtual realm.

HE WORLD WIDE Web in its

current form, linking docu-

ments with hyperlinks in

an associative network, has

led to a number of concerns
about issues related to privacy, copy-
right, and intellectual property.® But
the movement away from the linking
of documents to the linking of data,
a much more powerful paradigm al-
lowing automation of a greater num-
ber of information processing tasks,
will test legal and technical regimes
still further.

The linked data Web, in which het-
erogeneous data is brought together
from distributed sources relatively
seamlessly with user-provided ontolo-
gies, allows information about individ-
uals or organizations to be queried de-
spite being collected at different times
for different purposes, with different
provenances and different formats.
The benefits of such a Web are mani-
fest>® but threats to personal privacy
will also increase as boundaries blur
between personal information pub-
lished intentionally, that published
conditionally (for example, to specific
social networking sites for a specific
audience) and information over which
the subject has no control.

One way of expressing the dilem-
mas that will face us is to ask the ques-
tion “who owns all this data?” When it
is personal data, surely we do?

Perhaps surprisingly, the answer
is no. Even if you enter the data your-
self, for example onto some Internet
service, you do not own it—the service

generally does. You will have signed up
for something in the small print—that
is, you will tacitly have consented to
handing over the data. Given the highly
interactive nature of the Web where
one creates data consciously and un-
consciously all the time, this consent
model will be increasingly stretched
over the next few years.

It has always been somewhat flawed,
with few limits to the uses to which
data is put when consent to process
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hasbeen lawfully obtained (and privacy
policies may change after one has con-
sented?). Naive users and minors often
treat policies, or terms and conditions,
as a tedious box necessary to check to
get onto a site, rather than as signing
away their rights.” But even when there
are no problems of asymmetric infor-
mation or proportionality, there are
social issues to be considered—privacy
is not a private matter. It impacts on a
series of wider communities.
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A social network includes lots of in-
formation not directly about you. The
information is implicit, but network
analysis makes it explicit. The evidence
of a network is circumstantial, but an
important basis for profiling. For ex-
ample, if you have a high percentage of
gay friends does that mean you are gay?
Many people—gay or straight—would
find that inference embarrassing.

We do not own our networks. In Jan-
uary 2008, blogger Robert Scoble au-
tomatically harvested the names and
email addresses of his several thou-
sand Facebook friends, and exported
them to another account. The row was
resolved amicably in the end—but the
outcome was that Scoble’s network
was not his to harvest.

Given the benefits of wide access to
data, it is appropriate to ask whether
“ownership” is the concept needed. In
the first place, legal frameworks that
define a type of data ownership for the
subject are absent—these are facts
about a person, not copyright material,
intellectual property, or trade secrets.

Second, the most important power
of ownership is denial of access: if I
own something, I can stop you using
it. But this undermines the potential of
the Web of linked data. In the old days
of paper and practical obscurity, the
value of information was in its scarcity,
but on the Data Web value comes from
abundance, the ability to place infor-
mation in new and unexpected con-
texts, facilitating what Tim Berners-Lee
calls “serendipitous reuse.”® Ensuring
data is correct is more valuable than
preventing its use. We should also not
ignore the opposite pull from rights of
access to information, as a corollary to
rights of freedom of expression,® while
many people and organizations have
legitimate interests in access to data.

This is the rationale for data protec-
tion, whose aim is not exclusively to
protect individuals’ privacy, but rather
to balance privacy with the mainte-
nance of the free flow of information,
as well as other desirable things for
individuals like quality and accessibil-
ity.° Under a data protection regime, in-
dividuals have the right to inspect and
correct information being held about
them, in theory allowing them to ad-
dress issues of incorrectness, inappro-
priateness, excessiveness, and so on.

Italso hasthe effect of bringing rules

into the area directly—data protection
provides controls administered by a
regulatory body over how data should
be handled. On the other hand, one’s
privacy can only be addressed under an
ownership regime in court after a tort
or legal injury had occurred as a result
of misuse.

In Europe, the 1981 Council of Eu-
rope Convention on data protection
was required to reconcile the right of
privacy in Article 8 of the European
Convention on Human Rights with the
right of freedom of expression given in
Article 10. The Convention led directly
to the EU’s directive on data protection
in 1995 (95/46/EC), and to national leg-
islation such as the U.K.’s Data Protec-
tion Act of 1998.° Most industrialized
nations have some sort of data pro-
tection legislation in place, although
European laws are probably the most
comprehensive.

There are differences between juris-
dictions, of which some extend protec-
tion to legal entities like companies,
others include non-digital information
under the remit, others have restricted
data protection to public sector data,
while still more have argued that infor-
mation affecting national sovereignty
or sociocultural interests should also
fall under the banner, with states hav-
ing rights as well as individuals.

Thisvariation is often cultural; some
nations value privacy more than others,
Continental Europeans worry about
corporations’ access to data, while An-
glophone nations tend to be more sus-
picious of governments, and so on. Yet
italso matters economically—some se-
nior business people suspect that such
is the value of data that businesses in
those states with strong data protec-
tion laws, such as Germany, could well
lose out to those in jurisdictions with
less protection, such as the U.K.
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Different regimes offer different
levels of protection. Consider for in-
stance the definition of personal data.
Belgium has incorporated the wording
of Directive 95/46/EC directly into law,
covering anyone who can be identified
directly or indirectly from the data,
while the U.K. has altered the wording
to cover only those who could be identi-
fied by the data controller from the data.
Data that can be used to identify one
(such as an IP address) can be collected
without data protection legislation in
the U.K. as long as the controller has
no way of going from IP address to an
individual.”

Nevertheless, the Web is an opaque
place, especially to non-expert users.
Putting the onus on the data subject
to ask for details of how personal data
is being used ensures that much will
be missed—how many know the right
questions to ask about cookies, ISPs,
search engines, or browsers? Will it pay
regulators to take a stronger stance?

Regulation of the Web is a complex
matter, crossing jurisdictions and pos-
ing problems for the W3C’s consensus-
based standards approach. Regulation
generally leverages normality, and is
premised on common behavior and
shared interpretations of a situation.**°
It is more effective if it goes with the
grain of a society’s norms, but online
there is no “normal” behavior, as work
on the scale-free aspects of the Web
has repeatedly demonstrated (recently
in Meiss et al.*), while user understand-
ing of online situations is highly het-
erogeneous.

The Web moves so quickly that reg-
ulation is risky. It takes time and coor-
dination across borders; by the time
rules are in place, behavioral patterns
may likely have changed, and all that
is left is unintended consequences.’
Directive 95/46/EC dates back to 1995,
with key updates to cover traffic and
location data introduced in 2002. The
scale and speed of the Web’s evolution
means that carefully considered regu-
lation is rarely timely; the whole pri-
vacy-threatening phenomenon of Web
2.0 has arisen since those directives.
For example, in social network sites
friends sometimes take information
that a user had originally character-
ized as private to them and republish it
to their immediate friends. The disci-
pline of Web Science covered recently
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in these pages® is an attempt to har-
ness transdisciplinary endeavor to try
to understand the complex feedback
cycles between the Web and society.

If ownership and regulation are
problematic, what to do? We have two
proposals, one modest, one a little
deeper.

As things stand, privacy is a game
for the rich and well informed, creating
a digital divide to which one response
is to redress the balance by exploring
ways in which people can perceive ad-
vantage from protecting their privacy.
In particular, if we can shift the empha-
sis from concealment to transparen-
cy—from the concealment of data from
potential users, to transparency of how
data is being used—we can begin to
provide answers to questions like “who
is looking at you?” and “what is being
said about you?” Data will continue to
be gathered, aggregated and graphed,
but its use should be clear and trace-
able. We are of course gesturing toward
the work of Daniel Weitzner and col-
leagues on information accountability,
reported in this magazine.'

With a proper infrastructure in
place, it should be possible to con-
struct legal/technical/economic mod-
els where people can be recompensed
for the use of their data—you could be
paid for your clickthroughs. Or per-
haps you would require a donation to a
cause of your choice in return for your
clickthroughs. If others are making
money from observation of your activ-
ity, it doesn’t seem outrageous that you
oryour nominees should have a slice of
the action.

It may be that the commercial thirst
for consumer data is about to wane as
the global financial crisis undermines
advertising, and therefore the business
models of many Internet companies.
But this idea is just one instance of a
more general principle of reciproc-
ity between technology developers and
information subjects. If a technology
makes public service more efficient,
or a business process more profitable,
then it should also be used reciprocally
to aid the citizen or consumer.

If government officials have bet-
ter access to data as a result of intru-
sive technology, then citizens should
too—improved data for government
implying more freedom of informa-
tion. A consumer should be able to get
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improvements in data protection, for
example by being able to use technol-
ogy to enforce access to information in
the many jurisdictions where such en-
forcement is currently problematic.®

As our rights as citizens and as con-
sumers seem to be coming together,
markets could be redefined to change
the incentives to protect one’s own pri-
vacy and respect that of others, for ex-
ample, as with principles such as ‘the
polluter pays.” The analogy with pollu-
tion is suggestive for our more funda-
mental idea—an invasion of privacy
has things in common with pollution,
in particular that the individual ben-
efits and costs do not capture the full
social costs.

In many jurisdictions, particularly
common law ones, the complexities
of privacy are dealt with by exploiting
collective wisdom, referring individual
cases to a reasonable expectation of
privacy. In other words, if one behaves
in such a way that one could not rea-
sonably expect to be private, then oth-
ers are not liable for invading one’s pri-
vacy. Reasonable expectations change
through time and space, making law
sensitive to context.

Online, reasonable expectations are
diminishing all the time, as our clicks
are logged and people generously give
information about themselves and oth-
ers away to their social networks. Sur-
veillance is becoming the norm, with
the complicity of many data subjects.
But might this be a social harm?

Privacy is essential for the proper
functioning of a liberal, democratic
society. Some benefits may accrue to
the individual (who gains autonomy, a
space of intimacy, freedom of speech,
and so forth). But equally benefits ac-
crue to society—a free, liberal polity
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of autonomous individuals is a public
good, in the same way that clean air is.
Everyone benefits, even if not everyone
contributes.

If privacy is a public, not a private,
good, then talking exclusively of rights
is not the right way to go. Perhaps we
should be talking of the responsibilities
of privacy too. This would involve some-
thing of a culture change, especially in
our voyeuristic society.! But this would
not be unprecedented: it was privacy
activists, not the law, which pressured
Web sites in the 1990s to respect pri-
vacy rather than promiscuously gather-
ing and selling consumers’ data.’

Perhaps it is our duty to ensure that
reasonable expectations of privacy are
kept high.
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